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(54) COPY PROTECTION USING MULTIPLE SECURITY LEVELS ON A 
PROGRAMMABLE CD-ROM 

(57)Abstract: 

PROBLEEM TO BE SOLVED: To provide a method for making copy protection that 
cannot be subverted by a bit-for-bit copying scheme on standard CD-writers. 
SOLUTION: This invention provides a copy-protected optical diskincluding a pre- 
formed identification number (ID) in the ATIP(Absolute Time In Pre- groove) signal 
and the subcode which is impressed upon the optical disk and a number of other 
optical disks during optical disk manufacturea unique identification number for the 
optical disk which was written on the optical disk after it is manufacturedand an 
encrypted program written onto the optical disk wherein the encryption of such 
program is based upon the performed ID and the unique ID and includes two or 
more selectable security levels. 



CLAIMS 



[Claim(s)] 

[Claim 1]An identification number (ID) which is the optical disk by which the copy 
protection was carried outis an identification number (ID) in a :aATIP signal and a 
sub-code formed beforehandand is described at said optical disk and other optical 
disks at the time of optical disk manufacture and which was formed beforehand; 
b) Enciphered program; which was written in peculiar identification number; and the 
c aforementioned optical disk about said optical disk written in said optical disk 
after being manufactured is comprisedAn optical disk performing encryption of the 
program based on said ID formed beforehand and said peculiar IDand having two or 
a selectable security level beyond it and by which the copy protection was carried 
out. 

[Claim 2]The optical disk according to claim 1 having said formed ID which was 
described at the main channel data streamand which was formed beforehand and 
by which the copy protection was carried out. 

[Claim 3]A master disc which includes an identification number (ID) which is the 
method of carrying out the copy protection of the information recorded on an 
optical diskand was recorded on a :aATIP signal and a sub-codeand which was 
formed beforehand is formedA step which forms two or more optical disks which 
have the same ID as said master disc; 

b) Step; which writes in a program enciphered by step; and the c aforementioned 
optical disk which write peculiar ID about an optical disk in an optical disk is 
comprisedA methodwherein encryption of the program is performed based on said 
ID formed beforehand and said peculiar identification number. 
[Claim 4]A method according to claim 3wherein said ID formed beforehand is 
recorded on said data stream. 

[Claim Ji]A method according to claim 3wherein said ID formed beforehand is 
recorded on specific information of said ATIP signal including the greatest start 
about said diskand start information of derivation. 

[Claim (5]A method of comprising a step of which encryption of an enciphered 
program is canceled using a step which reads said ID formed beforehand and said 
peculiar ID from said disksaid ID formed beforehandand said peculiar ID according 
to claim 3. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the copy protection to the 
information recorded on the disk recorded a compact disc and optically [ others ]. 
[0002] 

[Descriotion of the Prior Art]The consumer-buying layer of the optical disk 
containing an audioan imagesoftwareor data produced billions of dol commercial 
scene. It spread that the appearance of the optical recording medium of a low 



price and driver which can be set copied the contents without authority in recent 
years. In order to cope with thisthe various copy protection techniques were 
developed. Howevera certain thing of these techniques uses the feature of a 
digital data streamand this may be copied by the recorder of an elaborate low 
price using the copy (bit-for-bit copy) about a bit. There are some to which the 
feature of an optical disk is otherwise changed so that both writing and reading 
may be made difficult. There are some which use network connection or the-like 
secondary "key" (key) disk techniqueand do not permit the independent 
protection (stand-alone). 

[0003]Horstmann (U. S.6044469) indicates the protection-of-software mechanism 
using a protector moduleand this reads a license file and it performs the rule 
based on the license which purchased. This is protection to the portion of the 
software with which protect the software in a logical level and the right is not 
accepted to be in particular. If this system is included by the compact discthe 
regeneration of that disk using standard CD writer will make just the copy about all 
the existing accesses. 

[0004]The method of using the identification region in the compact disc which 
stores data is indicatedthis is compared with the data stored in other places of a 
diskand Asai et al (U. S.Re. 35839) checks a genuine thing. The protection will be 
broken by the copy about the simple bit about the disk although this protects the 
data in a logical level. 

[0005]DeMont (U. S.5982889) teaches the method of checking the user access to 
information products (information product) being genuine. The fault of this system 
is that that Shinsei check is performed via the central office. The user (or it is 
impossible) who does not wish to connect with a network cannot use this product. 
[0006]Hasebe and et al (U. S.5555304) indicate the system relevant to each one of 
users or the computer used. This limits use of the program in an independent 
computer to a genuine userand restricts a user's mobility or upgrade of those 
equipment dramatically. Also in relation to use of the data stored in the field which 
this patent cannot re-write [ of a disk ] inthat technique with which the leaf 
(leaves) in which re-writing is impossible is formed opens the function which 
copies data (also including the portion "in which re-writing is impossible") to a 
new disk. 

[0007]A series of patents (U. S.5400 and 3195513 and 1695541 and 9045805 and 
549and 5930215) by Fite et alBy removing a reflecting layer from the small region 
of a disk selectively so that the code which can be specified may be generatedthe 
method of forming in an optical disk mechanically the serial numbered code which 
can be read is indicated. The fault over such a system is that a special device is 
neededin order to write in this special code. 

[0008]Kanamaru (U. S.5940505) teaches what the copy protection of the CD-ROM 
is carried out. Howeverin order to decode the information on a diskall the devices 
of an invention of Kanamaru are inclusion types of circuitor an additional computer 
board form takes auxiliary hardware to them. 

[0009]US5745568B by O'Connor et al. indicates the method and system which 



preserve the CD-ROM data recovered by specific computer systems. The field of 
an optical disk is enciphered using the hardware identifier as a cryptographic key. 
A hardware identifier relates to the selected computer hardware. The software 
program file included in CD-ROM is enciphered using the hardware identifier as a 
cryptographic key. The selected software program on CD-ROM is installed on the 
selected computer by decoding the software program file using the hardware 
identifier as a cryptographic key. 

[0010]US5805699B by Akiyama et al. proposes the software copy system which 
makes it possible to be a lawful technique and to make the works software 
recorded on the master storage copy to a user's target storage. A master storage 
(namelyCD-ROM) has a software identifierand a target storage has storage 
medium identifiers. These two identifiers were transmitted to the central officeand 
the central office has managed the license (contract) about the right for copying a 
software product. In the central officethe 1 st signature is generated from two 
identifiers and a computer user is returned. In a user's computerthe 2nd signature 
is generated from the two identifiers. Only within the case where two signatures 
are mutually in agreementa software program may be copied to a target storage 
from a master storage. 

[001 1]US4644493B by Chandra et al. indicates the method and device which 
restrict the open width of the soft exhaust air used with the magnetic media used 
by independent computer. The original software included in magnetic media cannot 
be copied functionally. The state continues until it is correctedwhen this executes 
the program stored in the co-processor which the unfair operation which makes 
some computers does not hear. 

[0012]US5740244B by Indeck et al.If the software product on magnetic media 
indicates the improvement by ordering first a computer and inserts the magnetic 
mediathe fingerprint of the specific portion of the product is identified and what 
was beforehand recorded about the fingerprint and its same fingerprint is 
compared. If the fingerprint is in agreementit will permit that a computer reads a 
software product furtherand execution of the application software stored there will 
be enabled. 

[0013]Many problems exist in relation to these techniques. It is that these many 
are defenseless to what is called a "hack" (hacks) to one. When how a certain 
user decodes or uses the application is distinguishedfor the kind of personl hear 
that it is dramatically easy for this to meanand it has spread the method of 
acquiring access to the application. There are some which solve this problem by 
using the specific application depending on the combination of specific hardware. 
The technique produces the problem about portability. If places differ even if it is a 
lawful userapplication on a computer cannot be used. The application cannot be 
started if a user changes the composition (configuration) of hardwarefor example 
by upgrade. 
[0014] 

[Problem(s) to be Solved by the Invention]Thereforean object of this invention is 
to provide the technique of performing the copy protection which is not broken by 



the copy technique about a bit by standard CD writer. Howeverthis can be 

performed with standard CD master and light equipment. 

[0015] 

[Means for Solving the Problem]Identification number (ID) which an optical disk 
which solves this SUBJECTand by which the copy protection was carried out is 
the identification number (ID) in a :aATIP signal and a sub-code formed 
beforehandand is described at said optical disk and other optical disks at the time 
of optical disk manufacture and which was formed beforehand; 
b) Enciphered program which was written in peculiar identification number; and the 
c aforementioned optical disk about said optical disk written in said optical disk 
after being manufactured; 

It is an optical disk which it changes moreand encryption of the program is 
performed based on said ID formed beforehand and said peculiar IDand has two or 
a selectable security level beyond it. 

[0016]This invention is made not to be restricted about also providing portability 
and a user attested using independent computer systemspreventing discovery by 
a general mentha herb. When software is used or installed unlike many 
conventional technologiesa centrally-managed right to give authority to contact 
does not need. 

[0017]Many duplicate techniques are eliminated by using both a key (ID formed 
beforehand) of a physical gestaltand a key (peculiar ID) of a logical gestalt. A 
duplicate (bit-for-bit duplication) about a simple bit is avoided. Becauseit is 
because ID formed beforehand is not copiedand this is coded by physical structure 
of a disk track. "Sharing" of software between a multiple user or two or more 
customers is avoided. Even if software shared such is a case where both users are 
going tc use a disk using ID formed beforehand (as a situation which will often 
arise)it is because it does not run without suitable peculiar ID. The record 
technique forms a file by which lock (lock) was carried out and which can be 
performed. By using multiplex write-in ID formed beforehandsecurity 
(preservation) of a multi stage story becomes possible. 
[0018] 

[Embodiment of the Invention]With reference to drawing 1t he optical disk 10 by 
this invention by which the copy protection was carried out is shown. This is a 
programmable CD-ROM disc and contains both of the master field (mastered pre- 
recorded area) (ROM area) and the recordable field (RAM area) which were 
recorded beforehand. There is the hole 12 about the medial axis for carrying out 
the rotation finger of the disk 10. This specific programmable CD-ROM dischaving 
1st session (session)14 master-ized — ; — that isA master disc includes the 
software or data supplied in the 1st session 14and is formedand after thatvia 
direct or interim "father" and a "mother" disksince a seal is given to many copies 
of the disk 10it is used. 

[0019]Slot abnormal conditions (groove modulation) are selectively used for the 
compact disc containing programmable CD-ROM and which can be written in. The 
disk 10 has a continuous spiral track extended from the inner end of a substrate 



to an outside end. A spiral track is usually a slotprovides the disk 10 with a data 
channeland also provides the tracking (tracking) of the disk 10 in the midst of 
reading of data or writing. A slot has vibration of a direction vertical to the slotand 
is ment oned also as the slot (wobbled groove) or wobbling slot (wobble groove) so 
rocked. Data to an address and the arrangement to program in additionthe 
modulation factor of the programmable track of a CD-ROM optical recording disk 
or slotand a slotUsually according to the Orange Book part 2 specification 1 
(Orange Book Part II specification)^ is provided. "The Orange Book part 2" is the 
specification released by Philips international BVand specifies the recordable key 
(key) characteristic and recording characteristic of a compact disc medium. 
[0020]The vibrational frequency of a slot is modulated using the signal known as 
absolute time (ATIP: Absolute Timeln Pre-groove) in a pre groove. ATIP includes 
the information about the place of the track about the whole recording surface of 
the optical disk 10. According to Orange Book specificationan ATIP signal is a 
22.05-kHz FM signaland conveys data at the rate of 3150 bits per second. This 
data is specified as a 7542-bit/s frame. In a data areaeach frame comprises four 
sync bits8 bits expressing a part count8 bits expressing a second countand 8 bits 
expressing a frame count. A parta secondand a frame count comprise two 4-bit 
binary-coded decimals (BCD). In the data area of the disk 10the maximum about 
the arbitrary things of these values is 75and each most significant bit (MSB) is 
always zero. And three of the most significant bits of a part counta second 
countand a frame count have the binary value of 000 as a whole. 14 bits of the 
last of each frame are provided as Cyclic Redundancy Check (CRC: cyclic 
redundancy check) error protection. 

[0021 ]In the disk introduction region (lead-in area) defined as a field of 46 mm in 
diameter thru/or the disk 10 between 50 mmthe value of MSB changes from 000. 
The frame the value 100 An electric power proofreading field (Power Calibration 
Area)It means that the time code about a program memory area or an introduction 
region (Lead-in Area) is includedand these [ all ] are provided in front of a program 
(it is recordable) field. Other MSB values are used in order to specify that a 
control code with the special ATIP frame is included. The optimal write-in electric 
power concerning [ these codes ] the disk 10 for examplelt is used in order to 
direct the starting position of the derivation field (Lead-Out Area) about the 
starting position or the disk 10 of a reference speeddisk application codesa disk 
format and subformand an introduction region. 

[0022]In the ROM area of a programmable CD-ROM optical diska slot is modulated 
further (depression) in the shape hollow corresponding to the disk which programs 
the disk 10 and data which carry out the address of the data. The format in which 
the information which is not an audio on CD is stored is known as a "Yellow Book" 
(Yellow Book) standard. In the Yellow Bookthe digital data on CD is systematized 
by the track by which the index was carried outand is interleaved with the 
subcode data in an error correcting code (called C1 and C2 error correction) and 
the systematized block, the interleaved sub-code information is related with the 
present track and both of the disk 10 whole through the disk 10 — a part — a 



second — a frame — it can set — a current position — setting . 
[0023] 1 data sector standard CD-ROM mode comprises 12 bytes of main cord 
synchronizing fieldthree byte addressesone byte mode2048 bytes of user data4- 
byte error detection agreement8 bytes of zero (ZEROS)and 276 bytes of error 
correcting code. Such a CD-ROM sectori.e.a CD blockor a block comprises 2352 
bytesand is 1/75 for 1 second (1/75). These 2352 bytes are conveyed by 98 
framesand each frame contains 24 bytes of data sector. Each frame comprises 4 
bytes of C2 error correction4 bytes of C1 error correctionand 1 byte of subcode 
data. 1 byte of subcode data are divided into eight sub-code channels called the 
sub-code PQand RSTUVand W field. Each sub-code channel comprises 98 bitsand 
contains two sync bits and the data bit of 96. 

[0024]Although all sub-code channels are the sameit has a different function and 
the contents. The first 2 bits of each sub-code channel express the sub-code 
alignment patterns SO and S1. These patterns are required in order to synchronize 
the CD reader which turns CD at a fixed speed. 

[0025]this is recorded on an ATIP channel between master processes including 
identification number or ID22 in which the 1st session 14 (ROM area) of the disk 
10 was formed beforehand — and — each — it is the ** digital signature sealed 
by the programmable CD-ROM disc. ID formed beforehand is recorded also on a 
sub-code channel and a main data channel. In an ATIP channelthe value is 
recorded on an introduction region using one or the specific control code beyond 
it. For examplethe optimal write-in electric power about disk application codesa 
disk formatand the disk 10A reference speedthe starting position of an 
introduction region (recorded on the specific information 2 which is specified by an 
Orange Book)Other special or additional information defined by the starting 
position (recorded on the specific information 3 which is specified by an Orange 
Book) of the derivation field about the disk 10or the Orange Book can be set as a 
disk manufacturer at a known special value. It is usable in order that these values 
may compute independent or ID22 code which combined and was formed 
beforehand. ID22 code formed beforehand may be stored in the subcode-data 
channel beyond one or it of induction. These codes are repeated within the main 
data channel in a specific sector using a known absolute address. 
[0026]The disk 10 is written in using the optical disk art in which re-recording like 
CD-WO or a CD-RW writer is possible including the 2nd session 16. The disk 10 is 
possible also for the 3rd session being includedor a following written in session 
(written session) can also be further included. The disk 10 also includes the field 
20 in which a user's re-recording is possible. What is contained at the recorded 
session is a peculiar identification number or ID24and the enciphered package 
(executable) 30 that can be performedand ID24 is written in the 2nd known 
session [ in / absolutely / a sector address ] beyond one or it. 
[0027]With reference to drawing 2 one of the techniques of enciphering the 
excecutable program used by this invention is shown. The package which can be 
performed is written in the disk 10. This has the same name as the program 40 in 
which the original execution is possible in the disk 10 including the program 30 



which the enciphered package can execute [ six ]. The package 30 includes the 
wrapping (wrapping) software which runs first. This package also contains the 
subroutine 34 which inspects existence of hacking softwarewhen the program is 
running. The pleiomorphia section 36 which comprises dataa commandor both also 
exists. By being upsetalthough two or more courses led to the same result are 
provideda pleiomorphia code is constituted so that a course which is different 
when [ each ] a program is executed may be followed. A pleiomorphia code is used 
in order to make reverse engineering to the program much more difficult. The code 
release routine 38 is specified in order to use the data (ID22 formed especially 
beforehand and peculiar 1D24) stored in programmable CD-ROMand it cancels 
encryption of the thing 40 which can be performedand the security table 42. 
[0028]With reference to drawing 3 a step required to encipher the program which a 
user can execute is shownand in order to encipher itthe characteristic of 
programmable CD-ROM is used. It is usable in this with various working example in 
this application described in detail by an application concerned. In Step 48CD- 
ROM by which the master was carried out to programmable CD-ROM or on a local 
hard drive or a distribution network and in which an enciphered program 
(mastered) is possible is read in the memory of a computer. The file which requires 
encryption and which can be performed is read into a memory in Step 50. In Step 
52the customer set as existence using the person or programmable CD-ROM 
which carries out open width of the software application puts the programmable 
CD-ROM disc by which the master was carried out on a CD-ROM writer. 
[0029]It starts by specifying the file as which a customer should be enciphered. 
These files may include only the program in which both of the program in which 
data and execution are possible or execution is possible. After thata customer 
specifies a desired security level about each file (Step 54)and a table including 
security information is created (Step 56). 

[0030]A customer inputs the information corresponding to ID22 and peculiar ID24 
about the programmable CD-ROM disc in which the enciphered software should 
be written which were formed beforehand after that. If it is in other working 
examplethese values are read from programmable CD-ROM from the arbitrary 
places where they are recorded. In Step 62security software's acquisition of ID22 
and peculiar ID24 which were formed beforehand will create a cryptographic key 
using both them. The enciphered program 63 uses the cryptographic key in Step 
64and enciphers the file and security level table which can be performed. The file 
enciphered at Step 64 is added to a trumpet (wrapper) program as a data file in Step 
70 after that. A trumpet program is provided with the following. 
A subroutine required to read ID22 and peculiar ID24 of the disk 10 which is 
permitted by the specification in a security table which were formed beforehand. 
The subroutine which interrupts execution when it detects that a reverse 
engineering tool exists in the memory of the computer which the program is 
running and they are detected. 

The subroutine which starts encryption release and execution of a software 
application. 



In Step 72the package by which the lap was carried out and which can be 
performed is written in a programmable CD-ROM disc in the session (16 or 18) 
which can be written in. 

[0031 ]The code creating method and an enciphering function are well-known in 
the technical field concerned. There is a suitable description for Applied 
CryptographyB.SchneierJohn Wiley and SonsInc.New Yorkand 1996 about thisand 
it is [ application concerned ] usable in these contents, the : table 1 encryption 
mark sign meaning P which adopts the following transcription methods in this 
example — program E encryption function B which should be enciphered — IDU 
formed beforehand — peculiar IDI — connected program =E (PI) by which ID=BUX 
encryption was carried out 

The arbitrary encryption functions with which it is satisfied of the following 
conditions about this invention are availableand it is suitable so that execution of 
calculation of :E (PI) is possibleNamelythe polynomial time algorithm about 
calculation of thing;E~ 1 (XI) with E computable in a polynomial time (polynomial 
time) is knownand suitable so that execution is possible.; the encryption function E 
(and E" 1 equivalent to the decipherment), the probability which forms program P' 
(P -E" 1 {IE (PI)I}) which is not good through using-strange good key I provided in 
case of the calculation;and encryption / code release process is dramatically small 
— it comes out. 

[0032]:1 . which is as follows [ step / of encryption ] — ; which acquires ID B and 
peculiar ID U which were formed beforehand 

2.2 ID is connected (I=BU) and it asks for encryption/encryption release key I.; 
3. ID connected by encryption algorithm E is usedand calculates enciphered 
program X=E (PI).; 

:1. which is as follows [ step / of encryption release ] — ; which acquires ID B and 
peculiar ID B which were formed beforehand 

2.2 ID is connected (I=BU) and it asks for encryption/encryption release key I.; 
3. ID connected by encryption release algorithm E" 1 is usedand calculate the 
original program P=E" 1 (XI).; 

With reference to drawing 4 the block diagram about the 1st working example of 
this invention is shown. The master of the programmable CD-ROM disc is carried 
out using the master art of the well-known about a master compact disc (Step 80). 
Although programmable CD-ROM contains the 1st session Hit is also possible to 
add to it and for other master sessions to be included. What is contained in a 
master disc is ID22 formed beforehand. In Step 82a programmable CD-ROM disc 
is manufactured with the standard stamp (stamp) technique using a master disc 
after that. At this timemany same programmable CD-ROM discs exist. 
[0033]The disk 10 is written in after that using each one of identifiers. Peculiar 
ID24 is formed in Step 84. Peculiar ID24 can be considered as the number which is 
defined oy the order of manufacture of the disk 10 and which was defined 
continuouslyandas for considering it as a completely random numberis also 
possibleor can also be chosen from the table of the number formed beforehand. In 
other suitable working examplethe number is further processed by an algorithmand 



the number (valid number) with the effective algorithm can generate a use number 
(actual number) as only the small portion of the number which can be taken within 
the limits is supported. In this casean effective number can be accepted by getting 
to know such a generation algorithmand can be created. It is also possible by 
providing an inspection algorithmfor exampleusing the technique of a well-known 
public keyprivate key encryptionand a signature in this caseto accept a number. In 
other working examplethe number is generated by hardware body identification and 
related with a specific computer. (About this pointthere are O'Connor et al. and 
U.S. 5745568for example and it is usable also in an application concerned.) others 
— in working example. Peculiar ID24 is related with specific application and the 
peculiar identification number same for this reason is used on two or more disks 
10. Peculiar ID24 is used in order to create the file image used as a written in 
session it is [ a file image / ISO9660 ] compatible (Step 86). The known main 
channel data of this session concerning a sector address absolutely is corrected 
using peculiar ID24 (Step 88)and is written inwithout being pressurized by the disk 
10 as the 2nd session 16 in Step 90. This session can also be written in as a 
session after the 3rd or it. At this timeeach disk 10 includes an own identifier each 
oneand will become characteristic. 

[0034]A customer prepares the disk 10 in preparation for encryption. This stage is 
illustrated as Step 74 and comprises two or more steps performed by the security 
software explained in detail by drawing 3 . Peculiar ID24 is read in the known 
absolute sector address in the 2nd session 16 (Step 92). Encryption is illustrated 
as Step 76 and comprises many steps explained in detail by drawing 3 . Completion 
of encryption will write in the thing by which the lap was carried out to the 3rd 
session 18 on the disk 10 and which can be performed (Step 94). 
[0035]With reference to drawing 5 the block diagram of the 2nd working example of 
this invention is shownand peculiar ID24 and the enciphered thing 40 which can be 
performed are written in the same session. Although this contains some same 
steps as what was explained by drawing 4 the order differs. The master of the 
programmable CD-ROM disc is carried out about a master compact disc using 
well-known master art (Step 80). Although programmable CD-ROM contains the 
1st session 14it is also possible for the master session of further others to be 
included. What is contained in the disk 10 is ID22 formed beforehand. In Step 82a 
programmable CD-ROM disc is manufactured with the standard stamp technique 
using a master disc after that. At this timemany same programmable CD-ROM 
discs exist. 

[0036]A customer prepares the disk 10 in preparation for encryption. This stage is 
illustrated as Step 74 and comprises two or more steps performed by the security 
software explained in detail by drawing 3 . Peculiar ID24 is formed at Step 84. 
Peculiar ID24 can be considered as a completely random numberand choosing 
from the table of the number formed beforehand is also possible. Peculiar ID24 is 
used in order to create the file image used as a written in session it is [ a file 
image / ISO9660 ] compatible (Step 86). The known main channel data of this 
session concerning a sector address absolutely is corrected using peculiar ID24 



(Step 88). With ID22 which was read at Step 74 and which was formed 
beforehandit enciphers using peculiar ID24. Encryption is illustrated as Step 76 
and comprises many steps explained in detail by drawing 3 . Completion of 
encryption will write in the thing by which the lap was carried out to the 3rd 
session 18 on the disk 10 and which can be performed. 

[0037]With reference to drawing 6 the method for performing by the end user by 
this invention is shown. Firstan end user inserts the disk 10 in CD-ROMCD-Ror a 
CD-RW drive for the disk 10 (Step 100). The program which can be executed on 
the disk 10 begins to run automaticallyor is chosen (Step 102). A program uses the 
subroutine 34 for hacking (anti-hacking) firstThe kernel debugging software 
(kernel-debugging software) which may be used in order to smash hacking or the 
measure against a copy protection is inspected (Step 104). If such a program 
existsthe program will show a user an error message and will stop it automatically 
(Step 106). 

[0038]When such hacking software does not exist in an end user's systemin Step 
108an encryption release program reads drive ID. In Step 110an encryption release 
program publishes the command for reading ID22 formed beforehand from an ATIP 
signal to the drive. An encryption release program publishes the command for 
reading ID22 formed beforehand from a sub-code to the drive (Step 112). In Step 
114an encryption release program publishes absolutely the command for reading 
ID22 of the known of a main data channel beforehand formed from the sector 
address. And in Step 116an encryption release program publishes the command 
for reading known ID24 [ absolutely peculiar from a sector address ] of the main 
data channel of the 2nd session (succession) to the drive. 

[0039]In Step 1 18an encryption release program connects peculiar ID24 read at 
Step 1 16and ID22 which were read from ATIP at Step 110 and which were formed 
beforehand. In Step 120the encryption of the software 32 by which the lap was 
carried out is canceledusing the connected result as an encryption release key. In 
Step 122it is judged whether the encryption release of a program is effective. It is 
possible to inspect whether it searches for the flag within the program by which 
some techniques of performing this existedfor exampleencryption release was 
carried outor a code peculiar to an operating system exists in the thing by which 
encryption release was carried out and which can be performed. A success of 
encryption release will start the thing in which the original execution is possible 
(Step 124). 

[0040]If encryption release goes wrongan encryption release program will judge 
whether the drive can read ATIP using drive ID read at Step 108 (Step 126). If an 
ATIP inclusion list has a drivea program will show a user an error message and will 
stop (Step 106). (if the drive can read ATIP) If there is no drive in an ATIP 
inclusion listrefer to the security table recorded at Step 56 for an encryption 
release program (Step 128). When the security level of the program is set as the 
record levelusing ID22 in a sub-code formed beforehand is not acceptedbut a 
program shows a user an error message and stops (Step 1 06). When ID22 
beforehand formed from the sub-code is permittedan encryption release program 



makes peculiar ID24 read at Step 1 16and ID22 which were read from the sub-code 
at Step 1 12 and which were formed beforehand connect (Step 130). And as an 
encrypt on release key of which the encryption of the software 32 by which the 
lap was carried out in Step 132 is canceledas a result of [ the ] being connecteda 
thing is used. It is judged whether the encryption release of a program is effective 
after that (Step 134). A success of encryption release will start the thing in which 
the orignal execution is possible (Step 124). 

[0041 ]If encryption release goes wrongan encryption release program will judge 
whether the drive can read a sub-code using drive ID read at Step 108 (Step 136). 
If a sub -code inclusion list has a drivea program will show a user an error message 
and will stop (Step 106). (if it can read a sub-code) If there is no drive in a sub- 
code inclusion listrefer to the security table recorded at Step 56 for an encryption 
release program (Step 138). When set as the level with a high security level of a 
programusing ID22 in main data formed beforehand is not acceptedbut a program 
shows 6 user an error message and stops (Step 106). When ID22 beforehand 
formed from main data is permittedan encryption release program makes peculiar 
ID24 read at Step 1 16and ID22 which were read from main data at Step 1 14 and 
which were formed beforehand connect (Step 140). And as an encryption release 
key of v/hich the encryption of the software 32 by which the lap was carried out in 
Step 142 is canceledas a result of [ the ] being connecteda thing is used. It is 
judged whether the encryption release of a program is effective after that (Step 
144). A success of encryption release will start the thing in which the original 
execution is possible (Step 124). If encryption release goes wrongan error 
message will be shown to a user and a program and all the processes will be 
completed (Step 106). 

[0042]When [ arbitrary ] encryption release is successful (Step 1221 341 44)the 
thing in which the original execution is possible is started (Step 124). An 
encryption release program remains in a background (Step 148)and a program is 
executed (Step 146)and it slips out (Step 150). If the original program falls out and 
comes outan encryption release program will clear the field of the hard drive which 
the program used a memory and at the beginning (Step 152)and will be completed 
(Step 1154). 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1]Drawing 1 is a top view of the compact disc which has a copy 
protection by this invention. 

[Drawing 2]Drawing 2 is a schematic diagram of the software technique which 
enciphers application impossible [ a copy ]. 

[Drawing 3]Drawing 3 is a block diagram showing the step for forming the 
enciphered software. 

[Drawing 4]Drawing 4 is a block diagram showing an example of how CD is 



provided with a copy protection. 

[Drawing 5]Drawing 5 is a block diagram showing other examples of how CD is 
provided with a copy protection. 

[Drawing 6]Drawing 6 is a block diagram showing how a copy protection 
functionswhen CD is read. 

[Drawing 7]Drawing 7 is a block diagram showing how the copy protection 

indicated here prevents the method of trying to break it. 

[Description of Notations] 

10 Optical disk 

14 The 1st session 

16 The 2nd session 

18 The 3rd session 

20 The field in which re-recording is possible 
22 ID formed beforehand 
24 Peculiar ID 
30 Package 
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(B4) [StmoZm ^ni/^APltg^CD-ROMC^^S^a-fe+aU^-i' 

h 

(57) mm] 

mm mm^ncD^^'SiT^y hicmr^>z\^- 
♦ifc^x-f^f^aitt**!*. ^f-f^ffct, at 

(I D) T'$oT> I?7< X-?£i5i^tCBuIB7 1 c^T ? ^ 
(ID) t. BJBStlfctHE^x-f^^te* 

ft fd^fc* ft 7n y 5 a £ u 
be?.o wjnv^uammuu *aMBj**ftfci d 
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T35oT : 

a) AT I Pi&^1s£ZfV7=l- K ft© ^46^**7. ft 

mm^ (i d) k^t* xvw&mizmtz 

J«*ihfcM8!l»# (ID) ; 

b) ■B6*ftfc*lcmE3fc¥xVX*lE»*&*;h.fcm 

c) MEJfc*xVX*fc»*&SftfcP»flrffftfc7n 

: «fc»JfiS»J. ^©^p^AWBi^bti. Suffix 
*6JBfiK*tifc I Da3«fclrtflBffl*<D I Dlc»r5l/>Tfffc 

wu:nmai ekop t- • ?px* hititz^t 

a) AT I Pfl|#fiJ:tf-9-^=l-KlEE»**lfc^»JB 

#*ftfc«B«* ( i d) £©$-r£^x$ • xvx? 

xV X * *»J*r * X x y 7 ; 

b) Jfcgey-rX^teHTSH*© I D^?7^X^C 

c) BusS3t¥x -fX^ icBg-^fk* tifcy P V^L&m* 

[M*ai4] i9E*»«a*nrc i Dtfssf-* • 

IHAT I P«*©»R1WfcE«*h*E£*i«*iT 
*W*fl!3EK<!!>*a. 

[111*316] Mlc, |JE7 r -fX^^6iaE*»JBflE* 

tifc i Dijit/mEHWa) i D^w^airxT-v^s as 

«fctfME*«MBHJ*tifc I DasJtflttEBffa I D**U 
JILT. «^t*ftfc:/n^5^©Bt^b*«il*T*;i 
t 1 -y 7£ y fiB% C i: * W«t T *W«fll 3 E«fl>*S. 

[000 1] 

iwuc«r*3t- • 7px* hem**. 

[0 0 0 2] 



f *C Cftlc*Mi-r*fc«>t<:, 
Ptf- • ^Pxf h#j*tfBM8£ftfc. LfrLfcffSC 
ft6<7)?;£cDF , 3£>3&£ ; k©ti, x-f v*£;b • x— £ • X 

^iCfcy, tfy htcHT*at-(bit-for-bit copy)* 

iMK0Hi#*H»;:T £ «fc 3 Kft^xV X^©W tt«X 
<bS-e**>©««S*o SSlcte, h?— *»BE£fc 
(4 2 r*-j (key)5rVX*#3S*ffifliL, 34ir 

[0 0 0 3] HorstmannUJ.S. 6, 044, 469) 14, ?Pff 
[0 0 0 4] Asai et a I (U.S. Re. 35,839)1*, x— 

c7nf^ htt»s*iTL*5. 

[0 0 0 5] DeMont(U. S. 5, 982, 889) 14, flf IBSin D n(inf 
ormation product) icjtff^a— +f • T'-^-fcXA^IET 

*©JUEWBtf*^*rtLTm>ti*E£Ta5 
[0 0 0 6] Hasebe, et a I (U.S. 5, 555, 304) (4, ZL- 

rHE4 'J— 7(1 eaves) flMf n* ^©#^14, 

[0 0 0 7] Fite et aUc J:«— (U. S. 5,400, 

319, 5,513,169, 5,541,904, 5,805,549, ££#5,930. 
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215) ti. Sl£RTOft3-K*£j«r fc-fcatex-rX*© 

[0008] Kanamaru (U. S. 5, 940, 505) tt, £© <fc 5 (E 
LT C D — R O M fcf— • 7Px? hi-ftSjbVfcft^ 
-f &o LfrL&tfSs Kanamaru ©5SRS©l&T©gS 

[0 0 0 9] 0' Connor et al. ££«XB43VF*5.745. 

*ti*c d- r OMx-*£«£-r£;£»fcJ;tfv':*x 
ASMS**. ^f-fZ^CfilSH;, B&&*-<hLT 
©M- F9X7WJ?*ffil v rit a Hb£tl«. /\- K-7 

xzatgy^-ti, as?s-nfca>tfi-^ • a- k^xt 7 

lEHilT*,, C D-ROMlC§$tlSV7 K9X7 7 • 7 
a^A-yr^Mt, LT©/\- K*i7 

■Ky^fcWJBLTWNWbStl*. CD-ROM±©21iR 

A- K<>x7affl!l7«f!nr«V7 h^xT 7 • 7P75 

PVfcfa— Sf± T-<>X I — ;U*+i5c 
[0 0 1 0] Akiyama et a UE«fc 3*18151**5. 805. 69 

9mt. ■?x*tzmtt*ic$mii\Tcmfm\/7 s?x 

T 7 ^ fcSWftfMS?, n-+f©^-y-> r-IE1fJS#:tE 

->x^A*jim-r^ 0 T^*Emm* era**, cd 

-ROM) 14, V7r-'?X7 7 aiSiJ?^WU h 

eiiiiftaiBiitt{«KE!j?«*r«. ens 2-3©«ai 
tf-?ztctb<Dtitmm?2>^'<-£>x mm) ^<em 

LTl^c *««JC6^T, 2-3©a»J^6J6l©* 

— tf^zj^^a-^^as^Ts f-©2o©«8ii?frs* 

2©5£,#£$3-n3o 2o©S:&#£ISe— &T%m 

[0 0 1 1] Chandra et a I . lc «fc «3KBB4#lf JK4, 644. 49 
*tl5V7 hX7 , ©tt**MHT*^fe«fclfaSll*IB 

[0 0 12] Indeck et al.(Ej:«3KB4mt5.740,244 



-^lE*^f«C < !:tE<fe*5Jf#*fflJ^U t<Dmfmw 

U ^EltE«S|lft*nTt^7 7 y i jy-V'3>' • V7 
x7 7 *JHtrTI&U:T* q 

[0013] cns©#SfcH>iLT3K©iwBtfs« 

1-^tEti, £:h.S©£<# r/\. y ^j (hacks) <h 
i¥«'ft3fc©tEttLT&l^&E<hT£3 0 JUvDjgR* 
■T5C<!:t4, S«.X-+f^»i^-rSXfi-?-©7 7 7 ,| J'ir- 

->a >**jffir«*a*wayr*i, *©a©#tE<ho 
zfc&bzz.timmz^T&zt^ozt-z&Zo ft 

£©/\- \r'1?JLT<omi-^t>WzfcftLtzft'&(r>7y i ) 
^r-5/3>*fUffl-riCi(Ej;oTs e<7)P^II*ft?>*-r 
3*>©fc;J&;g> 0 f 0¥%UStWttKHr«MBS;£&ti] 

-+fb\ m?LX*Tv7- ?l>- KIEJ: U/\- K9I7C 
fllfiE (configurati on) *«W 2>t. *(DTzf<J T—> 

[0 0 14] 

•fctf^-T hBMr?*fTRTI6&fc©T**. 
[0 0 15] 

- • 7pt^ K*nfc«Tx-fX^t4 : 

a ) ATI P«*fc«fctftf73-Krt©*aWBtfS*lfc 
ttSU*? (I D) T'SoT, 3fe¥5V**«iB*il=iaE 
«¥f-f 7x?fc .ttffS©^^-! tElE*tl^^46JB 
JSEStifcWJW (ID) ; 

b) Sje*nft^tEBufBJ l c?!7 ; VX-7(Eff*3i$nri:BiJ 

c) BufH^x<x^tEfi#ii£nrc8g^b*tifcyn 

; 

nfc I DfcJ:imiB@S© I Dfc»r5^Tffto*U 

tf2-E>£r=«-?-nj-x±©iMJRprtg%-b*iL | ;^-i' • 

[0 0 16] -tt©/\y*tc***Jl*ISS± 

3 tE-r^ 0 *<©fl£*a«£l4«fc».K V7 
r-'7X7 7 6^iJffl5-n5Xl4'r>7x h-/U*tl«i*tE, 
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[0017] imtmwo*- (^mbmmitiTz i d) 
&&zmmttom<o*— (as© i d) ommzmmt 

v I- tcH§-r^,^f®( (bit-for-bit dupl icatiorOtfEHB;* - 
*l*o ^JKfigJtlfc I D^zikf-L&l^ 

*3ti:««*t:.*y7h*ly»W: % (J: 

«\ p •> ? dock) ^tiTcm^m^yy^^mmr 

<tU> a 'J ^-r (fi&) tfqII6teft« c 

[0 0 18] 

□ fcf- • 7n5^ hJtifc^fV^f 1 o*^*tiT 

*»fES?ftfc7X*»«(i»astered pre-record 
ed area) (ROMTO fccfctffE&RTt&fcffij® (RAM 
«S*S) (DM^Znts* f-f^1 0 -lt;5fca& 

1 * y S/ 3 V (session) 1 4^fL : ^4*5*. y'X* 
■9^7,^t\ »1-b?»i/3>l 4(tJi^Z"B9&*tl* 

£:»LT* f^;W1 0©^<(D3tf-t«:EP*#-rfctt 
[0019] ^P^A5I#6SCD-ROM^tjS* 
roove modulation)5&ffiffl-r*o r-r X? 1 0(±. Sffi 

1 okt-z • *+*jI/*skbu 7-*to»* 

&&£fcttS$&2n4>S(fi£7 ; <r 1 0 CD h 5 y * > 
^tracking) att^oaiJcSIlftSfiiO 
fi»**U *m*Al!:flHHlLfc3l(wobbled groove) $ 
Tcttaffl&W&ai (#obble groove) £ LTfel'Si'tL^o 

7P V^LftW* C D - R O M3fe¥E*7V X^CD h 5 

2 ttail (Orange ISook Part II specif i cat ion) IC&-dT 

K2j tt s 7-f ty7X-05- J'S'aT-JbBVlCj: 

X (key)4re& £lftB«tt1£*g!£-3r;g 0 

[0 0 2 0] ji(CiSUJR%ttU % 7°U • ?Jlr-7(c£|* 

%m&mm*. Absoi ute Time In Pre-groove) <h L 



TfflSft*«**«fflLTMI*ti*o AT I Pte % ft 

*U>S^->Ty^ft«teJ:*i», A 
TIPWB2 2. 05 kHzOFMOTT*U, 3 1 

*tt, «8>7 5 42tfy h • 7b-AiLT»SJtl 
3o 7 s — *««lCfc^T* S-^U— Ate, 4o<DEMBt 

tt, 2O04tryh2»ft1OlR (BCD) .fcytf 

filtf^h (MSB) tt«tc-Bp?** 0 *L7\ 

v h<D30te, ^ft^LT, 0 0 04)2 jHj&£*T*o 
4 tTy Mi, aS7E*S»(CRC: 
cyclic redundancy check) SStHSBi: LTffiiJtlSo 
[00 2 1] itfl4 6mm%^L5 OmmOrMj-f X 

in area)fc£l^T« M S BGDfilliO 0 0fr5SfkT5 o 
1 0 0<h^affllt±x *4>7U-2i#* m^I«IESia(Pow 
er Calibration Area), ^P^f^^ • UKMS/ttt 
*A««(Lead-ln Area) til BUT SB3R8P- KttfeCi 
*W*U cnSISTtt^P^A (IBIKRTie«) ^SE 
OWKBtSn*. fteO)MSBfitti, AT I P^U-ix 

ttOHttffiBSrcttx-rX^I 0^K-r^*ffi^«(Lea 
d-Out Area)(DBaJ&ffla^ffi^"r«/c»(CfiEfflittl«o 
[0 0 2 2] ^P^^RTfiiaCD-ROM^xYX 

WIS LT<tSA//£JBttT (depress i on) Ht5lXW*tl«o 

htt % r-fxp- • ^y^j (Yellow Book)JSfti 
LiaShTl^o <IP- • ?y9T»ts CD±^t 

WfcStu KUITjEIW (Cl£J:cfC2MUIJjE&V 

[0 0 2 3] ^2pM% CD-ROM ^— K1 x-^ • -fe 
^*tt, i2/WH0)i3-KH)H7-r-;l/K, 3/t-r 
h • T 7 KU^ iMVF'i-K 2048/WhOl 
-4f. 5r_0 % 4/^-f my»ajW*. 
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(ZEROS) 35<fctf 2 7 h(OM»J ITIHWJ; yjftS. 

Sfctt^P 23 5 2/^h*yfiEy» 1 »© 1 

/7 5 (-fc+S:»(0— ) T«^o CD)2 3 5 2/WKi 

*Sfc> #7U-AI^ 4/W h 
«>C2MUITjE. 4/t-f hcDC mUDIE^JclFl /f-f 

Q, R, S, T, U, V 
<fctf W7 -< -;U Ki tl* 8 oflD+f^p - K • 9- + 
*SU(Cfti?&ft«. &+r?P- K • x-fr*JW49 8 bf>y 

[0 0 2 4] +r?p- F • 7 t + *yl/(4ttTH«ttt,©? 

• ft^i/©im©2tfy M4. +j-?p- Kinase* - 

DSEITC D U-^SBUdS-asfcttfE* 

[0 0 2 5] xVX^I 0<3DlRHry->3>1 4 (RO 
Mfgit) 14. ^J6»JS4-nfc«8iJ»9*fctt I D225 
■g** C*U47*£ • yp-feZO^lCAT I P^-vZli, 
KBIMrfU ^LTS^P^ApJt&fcCD-ROMx 
-f X ? ft EP J htc Tc tV W ) ?* Z . ^46«* 
S-tlTc I Dli, +r:7p- K • 7 t V*jl/ii<fctf±T f -* • 
^■V^HCtiBiSi-n^c AT I Pft*Jl/7(i, 
<1(4. 1 -3Xtt* hJM±©WS©»iJ«l3- K«£]/l L 
7« *\««U:tlB»**l* Q tVX? • 7»7y 

^— ->3 > • P— r-\ 2.-7rTJjL 9*W\ Q>\zffi 

2tciB^s-ti*) , xV^-^i o izmrzm&mHnffl 

tfetiLW 7y^lcJ:yaft*ti*j:3ai«» 

I D2 2P-K**flr3fc»fcWirirPS*. ^ s 
fc< ^4&JgJ$3-nfc I D 2 2 P - R4, 1 OX 

(4**UJ(±©+J-:' f P- K • x-* • ?+*JMc«M&tl 
If 3. cnSOP- R4„ KaflMft»7 , KUX*SI/lL 

[0 0 2 6] T-fWl 0tt*2-by->3>1 
*K CD-W03:7cl4CD-RW5'l'*ffl £ i:5&i?iEii 

7- -f 3.^1 0(4. &3-tv>3>%<£ts££<$>Bj 

(written session) *$trC i:t RjtETS^c tV*-* 

1 ot4v y©«ia»Ritt4fWf2o*t.adr*. 



»j»**fett 1 d 2 4fc«fctwwfc*ftfc»r5riga(e 

xecutable)/\°'>^-i;3 OT'Sy. I D 2 4(410X14 

*tWL±a>ma(DWi-iz'9? • t 7 Ki/^tefe»*»2-b 

[0 0 2 7] H2*#BBr*lC» *»WTM»Br*Jllf 
Rlffiayp^^A^Bi^k-rS^© 1 OA^JtlT^ 

3= Bg^k^n7cM°-y>r-v ; ti6 0<7)||ftpItgJ5:yP-9' 
7A3 0*t*, CtUix-fX? 1 OlCfc^T^#]£>il 

*J3 0(4. *a»CjfeS5'ytf>^(wrapping)V7hr>x 

ju-x>3 4«fe*tr. x-*. ft^*r c «:H#«j: 
yia**»tt-b^->3>3 6t,?iMsr*. mLT^mm 

P-R4. N^JRlctf<«tt<D«tt£3ttt-*-«ff> 7 

<taic«i^?nSc *jbhp-R4. -^oD^p^Atc 
«r*y/M • ^yis-Tvyvz—mmmztztz 

46tc«ffi*nSo B»»l«;U-7 c >3 8»4» 7p-9t/x 
RltiaCD-ROM^iilftS-tircx— ? ^46fl5 
I D 2 2fe e fct/ : ll^ I D 2 4) *fijffl-rsr= 
<S*K*g£?tt, SffRlH&fcfetfM OfccfctHr+nUT 1 -f 
• ^-:7;U4 2©BWfb*»WtT*. 

[0028] H3*#ia-r*iz:, p-+f'o^TRjtiay 
fv&Bg^ffc-r « 7c46tc y p v ojmti c d - r o m © 

T, ^□f r 7ARrtiaCD-ROM±tcxW:JBflTfl«I3a:y\ 
-K - K5-ry±tL<(4iHffl^.'> l- , 7-^±tJ:-7X^ 
?+irc (mastered) BS^fb^P ?=yU SiWi CD-ROM 

t\ p>ta-*ffly^yrt(cw*asti* 0 7777" 

tytCgS^iiStlSc 77 7 7"S 2ttfc^7:, V7h7 
17 • 77^->a >Steffir«i$fttt7 , D^7i» 
RjfEfc CD-R O M^fijffi-T Z&1±t LTS466nSII 
*(4. ^X^Jtlfc^P^^AortgaCD-ROMx-f 
7,9?CD-ROM7'l' 3*lcS<o 

[0 0 2 9] BS* , 'Bg^k*nS^$7 7''1';^^r 
SC<!:lcJ;oTM^t"So cn8©77"r';U4, 9— $ 

P^Af£^***»«. ^-©^11*14, *7t<(Mz 
•2^T3rS0t+iij7-f • b^u^fg^L (7x7? 

54) » t*i'j7<fisaftGT-7)^Mr« 

(7t77"5 6) „ 

[0 0 3 0] *(DW®&lt. ftmtZtltzVyhtJiT 
ftWZ a*tl«^$7P<f5AHItlS C D - R O Mt^ 
^7CBIT5fi6MJn/i: I D 2 2fcd;7J : lll*0D | D 
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2 4iEWJST*nHB*A*j-r*. ^co^mmizib-oT 
yn-?-5Aqiij&cD-ROMA^s^ajs-n5 0 -t* 

a 'J • V 7 h ^XZtf^iMBjSSJlfc I D 2 2 fccfc 

7n^6 3lt X7'^6 4fCfcL>T-?-©Bg^+- 

• ir—ftl&BgmtT&o Xt-;76 4TV%mti 
ttftlT^MU ZO'&ZrVZf? OlZiS^T^VJifr 
rapper) XpX : ? Alex-* ■ yr-OUt LTttbUZtl 

©*W&**tifc I D 2 2te£.T*mmo> I D 2 4£IS3> 
3ife©U:&S&+J-X;l/— ?Z/£, yp^^^oT^ 

s^vtra-^^yqEy w^y/<-^ • xv-xxzy > 

fci§^U:te§gft**W*it*-y-Xjl/-^>'<fc, 
XT 7 • T-fWr- ->3>©Bg^bD?|^iiJ;tf||!fT^B|JS 
T£+fX;l/-^><h£#t,\ X^yy°7 2Kfct^7\ ^ 
•J/ XStlfcJIffWCy Xfcfc, »*a*RTflH» «, -> 
3> (1 6Sfc5*1 8) tCfclT^P^APltg^CD 

[0031] m5ftfc%£&tm&mm*mmBtmto 

ST'JUfcDTSsiEi,, <I+l(cMLv Applied Cryptography, 
B.Schneier, John Wi ley and Sons, Inc., New York, 1 

**J»WPf4. «T<D«IE*5S*SJf r« : 

«^b*iB 
S3 

e DH^fbHtt 

B fi6Mthfc I D 

U H^O I D 

I BBLfclD-BU 

X Bt^b*ft7j:XPX5A=E (P, I) 

##JJlRJ16?*y, **U4: E (P, i) OftSA^T 
RlftKWD?*5C4, rftt>-SEtf*flSSC*'rik(pol 
ynomial tine)TlfllRrilT**Ci ; E~1 (X, I) 

fcXn*X*iiL:Tfi»-efci/»XP*5AP' (P' =E 
" 1 {E(P, I), l})*j««LTL« aW!Stt««**lc/J\*iN 

[0 0 3 2] BHKk©Xxv ^ttJMTOifiyTft* : 
1 • *4MgfifcS*i.fc I D BfcitfifOI D U£|X 



2. 20© i Dtfiwsarn (i = b u) s vsmi/vem 

itim*- 1 Z&tbZ ; 

3. B8^by'/U:JyXAET-3£3-*ifcl Dlffimt 

tu BS^b*tifc^p^5Ax=E (p, i) 

£ ; 

W^fcl|||*®Xx'yXttJ6rF©£a3y?*S : 

1 - ^tb&titZIXtc I D BfccfcO-'H^ ID B£J& 

,- 

2. 2 0© I DtfjllS*ft (I = BU) „ B|*fb/BW 

<bft?f&*- 1 ^5R4b« ; 

3. ng^b^^yupyxAE-iT-a^nrc 1 djwk 
esiv ^«]©xpX5.z»p = e-i (x, i) ^i+s-r 

*JB«<DVX*ft«*f!jJSLT, XPX5AnTt&&CD 
-ROM7-<7^tf77^?n5 U77780) . X 
P^Aql^CD-ROMtimi H2V->3>1 4£§ 
tr#, *-*Uc2in*.Tffe©^$ • t7->3 t 

tRllg^SSo • 7Vx?u:$$;rV5fc©«u * 

(stamp) (C «fe y XP ?7 L&Wi. CD-ROMf-f 

ARrtlft C D - R O M 5V 
[0 0 3 3] ^t^X^ 1 0tt»g<Dnsy?«$jJg 
LT**ji$n«c, X7 7 78 4tcfcL^Tv H*© I D 
2 4&Bl$-£tlZ>e M^CO I D2 411, 9-<7.<7 1 0© 

*-©#^i7yi/3" y XAK J; o TMtcfiQS* 
tU *5a&##(valid number)^ 

<t -5 iC^ffiS^ (actual number) ^^pJtET-S^., £ 

o*&s *<D«fe-3&«EfiE7 , ;l/d*yXi».* 
-, x^-r^:- h • *-Bf^bfc<tu ; as©#3£^?ijffl 

^©#^«/\- Kr>x7 7 *7cSlsSt!:d:y 
^fiE^tl. We©a>tTa-*lcMJH*H*sn* B (C 
©^(CO^T«> m?Lli£0' Connor et al., U.S. 5,74 
S.568tf*y» ^filT-fellfflpr^TS^o ) ffi©HSfi15!l 
I D 2 4&&£<D7 7 7V<T—>3 >iz®m 

1 0±THSffl3-tlS. I D 2 4f±, 

^-tr>>->3 ><b^^ 1 S09 6 6 omiLpjmyy-ou 



(7) 
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Mrss^-A'^wu- 7-*tt. aw© i d2 4^ijsl 

2Hzy->3>1 6tLT7^^^1 OftbOE^tl-ftzS 
y -> a Vi LTS* C <h t, RltlTS^c 

[0 0 3 4] ■HWiflNfffctefla.TTVX* 1 O^fflS 
ZKDIftPi'tt, Xx'^7 4iLTiSJn, El 3 
TI¥«(cK^Lrc-b*aUy-f • V7 r-Sx^tCfcoT 
3Sfr;T*l««»:©77y7J:yj*;& 0 if© I D2 4 
li> i2-tr->ya>l etefctt^RBnwtefcHz?* . 7 
KUXfrSHSa-SSSft* U7779 2) . B»ffctt» 
Xx7y7 6(hLTig^ti, El3T-i¥iiSffl^|«0§Lf=^ 

1 0±©S3-fey->a>1 8tC7'yy*tl/fc*tTRllia 

[0 0 3 5] E5*#rer«lc, *^©m2Hffi^jOQ 
7Py?EljEf«5*3-*u HPS© I D 2 4fcJ:rj : flB^b*ti 
fc^f pjflfcfc © 4 0 jfi^ra U-fe y -> 3 ftT 
l^o Etltt, 2l4TtttP^Lf;:t,©i:|5lL:X7 L y^^ 
<-3<r$A,T^S#» *©»J*tfJ*&*. 7p75awt 
tlSCD-ROMf<^(t ?7* • P>M°^ h • x 

£ Ufy78 0) . 7P75ApTt&&CD-ROM(i 
S1 -fey->3>1 4£#t?jb\ ;5r£U:fte©77$ • -try 

z^tmt^itm^nrc i d 2 2i-S5 ( zv&x 

7 7^8 21^1, • 7V7?£fclELT. « 

¥W£7* V7#3£ic «fc y 7p >f ^ arTIES cd-ro 
M7>7<7£§&rr*o £©«£?«:» £&©Hl-©7 
P 9 '3 lx Rim* C D - R O M tV 7 ? 
[0 0 3 6] ■*ttBWflstc«ia.T7V** 1 0£Ejg 
^©ISiPgti:. X7777 4 <h LTH^tu 03 

*?T*"tl*1t»©^yy7 p <feyj5ESc E1W© I D24# 
X7778 4?)iMJn^ @*f©l D 2 41*^^5 

^u^s3w?^*ci«,prit?** 0 @w© 

ID2 4fi. #?r&a*SaHzy->3 V<t&* I SO 9 6 
U77 78 6) o £©-&■>-> 3 >©^ffl©*6fct 

-t^* • t 7 KuxicBr*±^-v*/i/ • mm 

©I D2 4*S|fflLTH]E**l* U7778 8) . 7 
7-y 77 4T»R*aA,^46»«*tlfc I D 2 2 t» 
fc» B*©| D2 4*fUffiLT. «HFb*ff3. »Wt 
li, X?777 e <t LTEISS'tu H3T*i¥«lciJJB^L 
ft*»OXfv7J:ya« 0 HWbtfSE7r*i» 7-f 



7^7 1 0±©m3-try-> 3 >l 8tc5yy**ifcHffBj 
*6ft*©#»*&S*i*. 
[0 0 3 7] B6*#gg-r*l=, *fg^lu«fc*x>K • 

^— y?*sr«fci&©*aij«^*h* 0 $-r\ x>k 

• IL-tftix^^^ 1 04CD-ROM, CD-RJfc 
«CD-RWK5-1'7lC7-r7^1 O^JfA-T^ 
y7l 0 0) o 0±T»jt?TRllB4rP^5A 

tfsibttfci6yaL*fcttaB?*n* U7771 0 

2) . ^P^5^ttjfer»Ay*>^(anti-hacking)it 
7JU-7V3 45-^LTs M7*>^ftli3t:- • 

• irlKvV' V7 h -7 XT 7 (kerne I -debugging softwar 
e)©&§£fr-5 (X7771 0 4) „ •?-©<£ -5&7P7 
7AA^Sf*<!:, ; ?-©7 p py5AWiL-+ftcx^- • 

6) „ 

[0 0 3 8] f©J;5S;/\7*>'J f -y7h^I7A^l 
> K • a— ^©v^^AK^fiL&^lf^U:, ^777 
1 0 8tCfc^TBg^fb»^P^Afi« K^-T7 I D£ 
SS^m-To X?771 1 OKfcl^T, Bg-^-fbWWf^n^ 
^©F^-r^c^LTv AT I Pfl^frb^46 

Bfi£*tifc i d 2 2*a*ai-r7=46©*^*«^-r*. 

Bf^bA¥l$7P7^i, *© K5-f 7fc#LZ\ +t7 

• P- KfrS*i&J&£*;h.fc I D 2 2£|^th-r7cA6© 

«**fM5T* U7771 1 2) . 77771 1 4K 

fc^Ts B§^{b«SB£7P75^;Su £7— *«7 + *;U 
©mn©*&*Hz-?£ • T KUX6^6^46fBfiEi-tifc I D 

71 1 6Kfcl^T. B»fbl»l«7P^5AW: % *©K5 
<7tc»LT. M2© mgm •by->3>©ix-^ 

• 5 1 ^^;U©Kfl]©*6>!>f-b-J'^ • T KUXA^SH*© I 

[0 0 3 9] 77771 1 8lcfc^T, W*fb»l*7a 
7t7^(±, 77771 1 6TK*aA,/esgtfll D2 4 
i, 7777110TATI P6 N 6IS*-jiA,r£^46^ 

zrnrci D2 2i^aet5. 77771 201:^ 

T. 5y7JftftV7 1-^17 3 2 ©Bg-§"fb=£ftSI$rr 
777 71 2 2(cfc^T N 7P75A(±, ^©Bt-^ 

^^F«g©757^^Lfcy, ^u-^t-v^-^ 

7^B3*©3- Kfl«Bt*fk)|BB>Stirc*tf RTlBftt,©© 

itm&ftfitthtZt. ^4D©SI4Tqmft«>©tfNtt«ti 
^ (77771 2 4) o 

[0040] m^immz&ftTzt, wnumyn 

<f3L.it. XT-yZf-\ 0 8 TUSa^tti Lfc F5-C7 I D£ 
WffiLTx •?-©K5-r7A ,; AT I P*SK*ajL»*^$ 
frffiT*WSr* (777 71 2 6) „ K5-f7* , !AT 
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^ttlL?#^A:$T-Sntf) , 7P75A«:i-+f f u:x5 
-^^-y«iU <¥±"T£ UzvT'l 0 6) „ 
K5-f^AT I PSS-'JX HcfctftUiV Bg^b8¥P& 

^-^VU^gp-r-S U^>j/7l 2 8) 0 7'P<?^A© 

+J7P- Klcfctt^^ttJB^nfc ID22*f 

• *\y-t:— 7&5*U fp±-r« Uf7yi 06) „ tf 
7P- Kfr6<D^46JfcJ$3-;h./c I D 2 2 tft^g* ft^ig 
BWfblB&TP^Att* 7x7^1 1 6Z» 
ttUHHTOI D24t, 7t'>71 1 
frSt^iii Lfc^46JgJ58**ifc I D 2 2 t*51IS*-a-* 
3 0) „ ?-LTv Xt771 3 2(c£iv? 
777ftlftV7h'?l73 2£DB§4f<b£fl¥Brr£Pf^ 

4) . 

[004 1] Bg-WbW*t=5fe«r*i, R»<fclW*7P 
^-7 hit. 7f »71 0 8 TSE*dJLfc K^-T 7 I D=£ 
f'JJSLT. K5-Y7W7=l- K*@E* tij U#*^ 
*fr5*»*WJE-r* Uf77l 3 6) „ K5-r7tf1* 
7=1- KS*U.* MEfctitf (-*-ft#77P- K*R& 
tULffS^^Tfttitf) » 7p7^A«:3.— tffcx^- 
•*yfe— 5?*ij*U ffltT* (7x771 0 6) o K 

F-7;I/*#1BT<5 ttfy^i 3 8) „ 7p75A© 

ix-^ICfe^STttJBiasti/fc I D 2 2 Steffi 

/y-b-^SwU ffihf* Ufy^1 06) „ 
-^frS^a&J&fcStlfc I D 2 2<?flFS?*lS«^ 

»» tf*fb*i*:/n$r5Att» Xx-v7i i 6Tijc^;±j 
LfcE*© I D2 4<t, Xf77l 1 4T"±r~5AS 

77^1 4 0) „ ^-LT> 771 4 2lCfcl^T5y 



©*fTRmftti©tfBBtt*n* u^-y7i 24) . Bg 

■WbUMHcifcttT*^ 17- • jCy-b-SWn— tflc 
S*?*U 7P75A-a3<fctf£7p-fe;*-j8*trrr* 
Uxy7l 06) 0 

[0 0 4 2] ^itMftMViTZ&licDm&lzte^T 

(^771 2 2, 1 3 4, 1 4 4), m®<Dmfipm 

K'botjiMbhZtiZ (X?771 24) „ Bfi4§"fkASI&7 
P75A(±*Slc»tl UT7714 8) » 7P75A 

Ut7?i 4 6) tsjztftfcttaj-r 
71 so) . s«j©7P7^Aj6«j£w-ttjs£, BWfbw 

Rft7P*5A«\ *^UfcJ:tfMi8]7p*5A©tiySL 
fcM-K- K5-r7©*«**'J7»L Ut771 5 
2) s ^7-T« Ut7?1 5 4) „ 

[Bl] B1& *»WteJ:*=it?- • 7Px^h»* 
f*P>/0 h • T<<7><?<r)W-mW?1&2><, 
[02] H2(4, Ptf-^Dlt6lc7'7U>7— >3>^B§ 

[H3] B3(*, flNHbShfcv? hoxTzmmrz 

tztbG>7>?-y 7&5*T7P 7^8765. 

[04] 04tt, pfcf- • 7Px^ htfCDte<!f©«fc-5 
te««*ti*<ro— «y*^r7Py^HT»»*. 

[05] 05tt. PL- • 7Pt^ htfCDfc£fflJ:a 

tc»st?n*!b^f6offii^-r7py^0T'»*= 

[06] 06tt, CDfitBUWi$hi(i*|c, Pfcf-- 
7P t 1 * h £©<fc 5 lcmm?Zfr**k? 7p->O0T' 

[07] 07fi, JlCtcM^LfcPfcf- • 7Pr7 h 

#*svr7p 

1 0 ft^T^X? 

14 Ml-kyfay 

16 S2-b7->3> 

18 Sl3-tr->->3> 

2 0 IVIB«Rnie«:ffitC 

2 2 ^46ffM*nfc I D 

2 4 @*f© I D 

3 0 l^y'T—'J 
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